
SSL / TLS Best Practices Checklist



Use strong signature algorithms 

Importance: Critical Applies To: All Websites 

Ensure certificates use secure hash algorithms (SHA-256 or better). Avoid deprecated algorithms like SHA-1 or MD5. 

Tips/More Info: Note: all publicly-trusted CAs already enforce these rules. 

Install complete certificate chains 

Importance: Critical Applies To: All Websites 

Deploy complete certificate chains including all intermediate certificates (sometimes referred to as the "ca bundle") to avoid browser trust issues. 

Automated certificate management 

Importance: High Applies To: All Websites 

Use automation for certificate issuance, installation, renewal, and monitoring to reduce risks of human error and expired certificates. 

Tips/More Info: Tip: Autolnsta/1 SSL automates the entire certificate lifecycle. 

Deploy certificates with proper hostname coverage 

Importance: Critical Applies To: All Websites 

Include all relevant domain names (including domains that redirect) in certificates (with and without www prefix). Include subdomains individually or as a 
wildcard. 

Implement Certificate Transparency (CT) monitoring 

Importance: High Applies To: All Websites 

Monitor CT logs to detect unauthorized certificates issued for your domains. 

Configure DNS CAA records 

Importance: Medium Applies To: All Websites 

Add Certificate Authority Authorization records to your DNS to control which CAs can issue certificates for your domains. 

Automate certificate replacements for revocations 

Importance: High Applies To: All Websites 

In addition to automating renewals, ensure that your certificate automation can detect a revocation event and replace the certificate within 24 hours. 

Tips/More Info: Tip: Autolnsta/1 SSL checks every 12 hours and replaces your certificate if there's a scheduled revocation. 
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